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Document overview 
 
To deliver the business benefits and simplicity of Adepto’s Total Talent platform, 
significant investment has been made in our unique system architecture, workflows, 
UI, legal and commercial structure. These elements combine to allow organisations 
around the world to stay in touch with workers, regardless of where they are today 
and where they may go tomorrow. This document details reasoning behind the 
structure of our system, commercial and legal architecture as well as our approach 
to the General Data Protection Regulation (GDPR).  
 

What customers receive 
 
Adepto provides a cloud hosted Software-as-a-Service (SaaS) platform to customer 
organisations via an annual subscription. Given the nature of this model compared 
to traditional software licenses, customers benefit from the following:  
 

• Instant access to scalable Total Talent platform and core functionality  
• System configurability to allow organisations to promote employer brand via 

unique URL, logos, content and portal  
• Ongoing commitment to deliver a reliable application with agreed upon 

SLAs    
• Access to regular upgrades and new functionality designed from collective 

user feedback  
• Intelligence gathered through Machine Learning across the platform and 

applied to search results and platform updates 
 

Contract and payment terms 
 
The Adepto Total Talent platform is a decentralised network solution, connecting all 
types of talent (employees, contractors, alumni, freelancers etc) with hiring 
managers across an organisation. The use of Adepto can be broad reaching through 
an organisation, rather than concentrated within a specific department or role. 
Therefore, Adepto invests upfront to support the platform roll-out via our Customer 
Success team. This standard support is included within our license fees. 

 
To successfully go-live, and maintain accelerated deployment of new functionality, 
we ask customers for the following:  
 

• Minimum 12 month contract term 
• Annual advance invoicing on 30 day payment terms 
• Per seat license (per manager for external use case, per manager and per 

worker for internal use case) 

 
Additional seats can be purchased throughout the contract term on a pro-rata basis 
from the date the new seats are added for the first billing month, then the full 
amount for each month that follows for the rest of the term. 
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Overview of the system architecture 
 
The Adepto system is a multi-tenant application. This is fundamental to Adepto and 
enables multiple organisations to create and manage their own private networks of 
talent within a single physical instance of the Adepto system.  
 
There are two key concepts behind the multi-tenancy structure:  
 

1. Users maintaining one profile:  
 
Adepto’s mission is to enable candidates throughout their professional career to 
have one profile, regardless of how their work status evolves within or external to 
one or multiple organisations. Thus allowing candidates to manage their own data, 
rather than HR systems updating it on their behalf, and creating a more seamless 
experience when engaging with organisations for all types of work. All data for each 
organisation’s network will always be segregated, in the sense that individuals you 
invite to the system will not be visible within another organisation’s network, but if 
an individual is invited to another network working with Adepto, they can maintain 
their one profile.  
 

2. Mirroring your organisation’s structure:   
 
Adepto enables organisations to build branded portals into the system, in order to 
correctly manage the flow of candidates and managers within the system. Each 
branded portal and ‘network’ can be connected to additional networks to create an 
interconnected group of networks that mirror an organisation’s structure. Networks 
could be segmented based on departments, service lines of even regions, but could 
be all connected to the broader ‘organisation network’ enabling a full view of all the 
talent across a global organisation. The multi-tenanted architecture facilitates this 
whilst maintaining data sovereignty across geographies and importantly ensuring 
all users that exist within multiple networks can maintain one profile, creating a 
unified inter-organisation experience.  
 

Data infrastructure and intellectual property rights 
 
As Adepto is a multi-tenant SaaS application, Adepto owns all intellectual property 
rights in the Services and the Platform technology. All features and functions 
deployed by Adepto are available consistently to all customers. This excludes the 
following two categories of content and data that exists in the platform:  
 

a) Individuals personal ‘profile data’: all personal information that a individual 
user uploads and manages themselves 
   

b) Organisation data or ‘content’: any information an organisation uploads as 
part of the service e.g. ratings, org notes, talent pools, projects, jobs  
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Individuals data is owned and managed by the individual and they can choose how 
they present their data to different organisations, should multiple organisations 
invite them to join their network. 
 
Organisation data or content, stored against a specific individual or an 
organisation’s network can only be viewed by members of that organisation who 
have been provisioned with sufficient manager privileges. Every action that a user 
makes in the system on behalf of the organisation as a permissioned manager is 
linked to the User ID and Organisation ID.  
 

How users and organisations engage with Adepto 
 
The platform provides a dual-service to both organisations and individuals, creating 
a Business2Business2Candidate (B2B2C) ecosystem. In order to maintain the 
concept of one unique profile, there are some important nuances with how 
organisations and individuals engage technically and contractually with the 
platform.  
 

B2B – Organisations: 
 
For organisations, Adepto offers the ability to create a private branded ‘network’, 
onboard managers and then invite, manage and engage a network of talent. 
Commercial terms, SLAs and additional agreements are outlined via our Customer 
Service Order in place with each organisation. Due to the system design and our 
status as a “Data Controller” under GDPR, both our platform Privacy Policy and 
Terms of Use are consistent across all customers.  
 

B2C – Candidates: 
 
Users/individuals or ‘candidates’ can be invited to an organisation’s network via 
several channels; some organisations manage individual invites, whilst others post 
the account registration on their company website. As soon as an individual creates 
an account and opts-in to the universal Privacy Policy, they are then in control of 
their personal data and account and can decide what information to upload to the 
system. Candidates are only visible to the organisation that invited them or that 
they signed up to. All users have an Adepto account and can retain a profile 
overtime, as their work status changes.  
 

Customer branding within the platform 
 
Adepto enables co-branding with customer organisations and believes promoting 
the employer brand is key to platform success. So that candidates have a seamless 
experience when existing within multiple networks, the Adepto logo and technology 
will always be referenced. Also, it is critical candidates are aware they exist within 
the Adepto technology so they know that their personal information will be used in 
accordance with Adepto’s Privacy Policy and so we can adhere to our obligations as 
a Data Controller.  
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There are several ways that we support brand configuration on the platform to 
promote employer brand: 
 

• Branded domain (e.g. companyx.adepto.com)  
• Branded portal (where all users sign up and login)  
• Branded sign-up wizard  
• Logo within technology and assigned to user profiles 
• Co-branded email campaigns  

 

Introduction to GDPR 
 
GDPR requires organisations involved in the processing of personal data to 
determine whether they are acting as a data controller or as a data processor in 
respect of the processing. This is particularly important in situations such as a data 
breach where it will be necessary to determine which organisation has data 
protection responsibility. The data controller must exercise overall control over the 
purpose for which, and the manner in which, personal data are processed. The fact 
that one organisation provides a service to another organisation does not 
necessarily mean that it is acting as a data processor. It could be a data controller in 
its own right, depending on the degree of control. 
 
The data controller determines the purposes for which and the manner in which 
personal data is processed. It can do this either on its own or jointly with other 
organisations. This means that the data controller exercises overall control over the 
‘why’ and the ‘how’ of a data processing activity. The definition provides flexibility, 
for example it can allow one data controller to mainly, but not exclusively, control 
the purpose of the processing with another data controller. It can also allow another 
data controller to have some say in determining the purpose whilst being mainly 
responsible for controlling the manner of the processing. Many business 
relationships work this way. 
 
To determine whether an organisation is a data controller it is ascertained which 
organisation decides: 

• to collect the personal data in the first place and the legal basis for doing so; 
• which items of personal data to collect, ie the content of the data; 
• the purpose or purposes the data are to be used for; 
• which individuals to collect data about; 
• whether to disclose the data, and if so, who to; 
• whether subject access and other individuals’ rights apply ie the application 

of exemptions; and 
• how long to retain the data or whether to make non-routine amendments to 

the data. 
 
These are all decisions that can only be taken by the data controller as part of its 
overall control of the data processing operation.  An organisation does not have to 
make all of these decisions in order to be a controller. 
 
 
Additional detail can be found in the Information Commissioner's Office FAQs here: 
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-
data-processors-dp-guidance.pdf 
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Adepto’s status – Data Controller 
 
Adepto processes two main categories of personal information on its platform: 
 

• "Adepto Data" or "Profile data": Adepto has responsibility over the user’s 
personal data that is uploaded by users to their personal profile.  
 

• "Customer Data" or "Organisation data": Customer organisations have 
responsibility for any information uploaded by them or hiring managers 
within the organisation, this could include; ratings, organisation notes, 
messages with workers, talent pools created or job requests sent.  

 
Adepto has designed its platform and has determined what personal information 
users can submit to the platform, the purposes for which it is used and to whom it 
can be disclosed using the functionality and permissions of the platform.  Adepto 
therefore acts as a data controller under GDPR and processes users’ personal data 
on the basis of its legitimate interests, as outlined in our Privacy Policy. This not 
only includes the Adepto Data, but also the Customer Data that is logically 
associated with particular Users on the Adepto Platform and is stored in the same 
instance of Adepto's technology infrastructure. 
 
Equally, organisations who use Adepto's platform will also act as data controllers 
with respect to user or candidate information that they upload onto or access via 
Adepto's platform (i.e. both Customer Data and Adepto Data).  
 
Our approach to manage the risk with customers in respect to user data is as 
follows:  
 

• Both Adepto and Customers must make commitments to comply with privacy 
laws; 

• Customers take primary responsibility for managing Customer Data while 
Adepto takes primary responsibility for Adepto Data that is stored on the 
Adepto Platform; 

• Each party must make certain commitments to ensure that individuals' 
request for access to or correction or deletion of their personal information 
can be managed as required by applicable law; 

• Likewise, each party must notify the other when they become aware of 
security breaches affecting personal information that is stored on the Adepto 
Platform. 

 
Customers may incorrectly assume that Adepto will be acting as a data processor 
under the GDPR because Adepto is providing services to Customers. This is not a 
classification that Adepto can accept as a processor is required to act only on the 
documented instructions of (and on behalf of) a controller. Adepto's platform is 
designed to allow users to join networks of different customers, with Adepto acting 
as an intermediary to manage their profiles on the platform. Adepto determines the 
means and purposes of processing personal data on its platform and cannot act 
only on the instructions of a single customer.   
 
It is important to note that a processor cannot determine the means and purposes 
of processing personal data. If it does, it may be subject to fines of up to 2% of 
worldwide turnover and will nevertheless be subject to the same obligations as a 
controller. Adepto cannot therefore accept any contractual provisions that classify 
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Adepto as a processor because Adepto would automatically be in breach of its 
obligations under the GDPR. 
 
Please consult our Business Terms for more detail on what we include in our 
contracts to ensure that we and our Customers can comply with the GDPR and other 
privacy laws. 

 
 

Privacy Policy - https://eu.adep.to/adepto/#/privacy-policy 
 
Adepto is one platform used across multiple customers and geographies. This 
allows organisations to be connected to workers inside and outside of their 
organisation now and into the future, while allowing workers to be connected to 
multiple organisations and maintaining one single profile. Due to the system 
design, our Privacy Policy is consistent across every individual user, manager, 
company and region. This policy applies across the user base as every user has one 
profile which can be used in the same way for a number of different customers, as 
well as independently on Adepto. Because of Adepto’s data controller status, we 
must ensure consistent application of our data processes to prevent any 
discrepancies in the handling of user data. 
 
This consistency enables us to meet our own and our customer’s legal requirements 
and therefore having different policies wouldn’t be possible to manage or maintain 
and would mean that the system couldn’t operate in the way it’s designed to for 
customers. One global Privacy Policy enables Adepto to satisfy the GDPR 
requirements and keeps our transparency in order to not breach the obligations. 
 
 

Terms of Use - https://eu.adep.to/adepto/#/terms-of-use 
 
Similar to our Privacy Policy, the Adepto Terms of use is consistent across all users 
in order for the platform to operate effectively. The ability for individuals to manage 
and maintain, in real-time, their own unique profile is fundamental to our 
compliance with GDPR. Further, by enabling individuals to maintain their own 
profiles whilst connecting with multiple organisations means the ability to operate 
within such an ecosystem presides on the need to have universal Terms of Use for 
all users. 
 
However, as a commercial organisation we understand some customers will want to 
have some additional, potentially superseding terms. These terms are dealt with in 
our Service Order which is referred to in “Clause 1.1 Terms apply to all Users” of the 
global Terms of Use. If a user is not or no longer an authorised user of an Adepto 
customer, their Terms of Use will default back to the Adepto standard. 
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Service Order 
 
The Customer Service Order sets out Adepto’s commercial agreement with 
customers. This is where customer requirements are dealt with and is a commercial 
document outlining a customer organisations use of the system including number 
of permissioned manager users, payment terms, contract tenure, liabilities etc. 
 

Right of erasure  
 
Users of Adepto own the data in their profile and are the only ones authorised to 
erase or request the erasure of that information under the Privacy Policy Clause 4. 
Users of Adepto are unable to delete other users data.  
 
Customer organisations can, when subscribing to the platform, determine the 
connection with individual users (e.g. persons being visible within an org network) 
and manage how those individuals are engaged by authorised users (permissioned 
customer managers). 
 
Authorised users acting on behalf of customer organisations will create additional 
data in the system that Adepto customers (the organisations they are acting on 
behalf of) own, and this data can be erased by the organisation. 
 
For the avoidance of doubt, users will own the right to their profiles and therefore 
maintain their data on the Adepto platform even if the organisation is no longer a 
customer of Adepto. This is an important compliance with GDPR and ties into the 
nature of Adepto operating as a data controller. 
 
If a user contacts Adepto to request erasure of their own data, Adepto will comply 
and notify the organisations where that user existed within the organisation 
network.  
 
If a user contacts a subscribing organisation to request erasure of their own data, 
the organisation will notify Adepto and work through a joint process to comply. 
 

Right of portability / export 
 
Adepto processes users’ personal data on a legitimate interests grounds and 
therefore does not offer customers with data portability outside the platform other 
than through approved integrations with 3rd party systems. 
  
As a result, we are unable to take data off the system/export it as this creates data 
duplicates, which are the property of the user but would be uneditable by the user. 
If we were to export data into a static document (e.g. csv) we would be required to 
maintain the data consistency, and allow the user to manage their data under our 
controller relationship with some kind of integration to that specific document, 
which is not possible. 
 
However, if a user wants to export their own personal data, this is allowed given 
they own that data. 
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Right of access / data flows 
 
Access to the Adepto system data is managed on a least privilege basis with Adepto 
personnel being provided the minimum access required to effectively complete their 
tasks. The access depends on their role as either a Developer, Tester or DevOps. 
Access to the live production environment is secured to DevOps personnel and is 
fully audited. Direct access to the production systems is limited wherever possible, 
with the majority of day to day operational tasks achieved through a series of third 
party tools. The basic flows of data and data access are illustrated in the diagram 
below. 
 

 

3rd party approach 
 
Adepto utilises a number of third party Infrastructure as a Service and Software as a 
Service solutions to deliver a rich featured, scalable and secure platform. For 
example a range of Amazon Web Services (AWS) are used to host the platform itself 
and many of the tools that are used to build out the product. A number of these 
third party providers are classified as Data Processors in the context of the GDPR. 
 
To ensure that our system, and the personal data of our users, is secure, Adepto 
undertakes a thorough assessment of each provider, and as is required by the GDPR 
the processing of data by any third party is governed by an appropriate contract. All 
contracts with third party processors include a Data Processing Agreement, with 
approved model clauses to ensure that all data processors are contractually bound 
to comply with the GDPR requirements. 
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Design, development and deployment process 
 
The Adepto product development and engineering process is founded on principles 
of data protection by design and data protection by default. We take our 
responsibilities of processing the personal information of our users very seriously, 
and accordingly checks and balances have been built into the Adepto engineering 
process to ensure quality and the security of personal information is of paramount 
concern.  
 

Cyber response plan 
 
Despite best efforts to minimise the risk of attack, Adepto has put in place a Cyber 
Incident Response management plan to ensure that any incident is identified, 
addressed and the impact managed and communicated as efficiently as possible. 
Under GDPR organisations have an obligation in the case of a data breach regarding 
communication to both supervisory authorities and any impacted data subjects. The 
Adepto Cyber Incident Response management plan provides us with the ability to 
detect, react and respond to security incidents in a fast, planned and coordinated 
fashion. 
 
  


